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Accounts.

Users:

x Users must adhere to the rules governing use of accounts, equipment, networks or other
facilities and to licensi  ng agreements entered into by the University.

x Adherence to provincial or federal laws and University policies is required.

X Users must respect the rights and property of others and consider other persons using
shared systems and equipment.
X
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ITSS may adopt technology to support these prac tices and to provide a  secure environment.

7. Privacy

Saint Mary’s University attempts to provide secu re IT services. Operators of University IT
systems are expected to follow sound professional practices in providing for the security of
electronic communications, data, information an d records under their ju  risdiction. Since such
professional practices and protections are not foolproof, however, the security and
confidentiality of these syst ems cannot be guaranteed.

Users should not have any expectation that th eir Email, Voice Mail  or Intranet/Internet
communications are private. Assigning confiden tial passwords or usin g email “sensitivity”
settings does not mean that the use of information technology is private or secure. All

personal data stored on University owned comp uting devices should be viewed as insecure,
and not private.

The University reserves the right to monitor and acce ss user accounts, and data stored on
University owned IT computing resources, in order to conduct its business in a secure and
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X

Using University systems for distributing ch ain mail; sending forged or anonymous e-mail
or postings; and viewing, sending, or printing pornographic material.

Maintaining and using an account after you have withdrawn from the course for which the
account was assigned.

The collection, copying and use of computer output, other than your own, without the
owner’s permission.

Breaking regulations applicable to the discu ssion groups, bulletin boards, databases, and
computer systems available through the Internet.

Using IT systems for po litical activities

Computer labs:

X Using computer labs for anything but coursework when the labs are more than 70% full.

x Tampering with a workstation. (Please report all broken equipment and software to the
ITSS Help Desk, Local 8111.)

X Using more than one lab workstation at a time.

x  Disrupting computer labs with noisy behaviou r, offensive language, or making a mess.

X Refusing to leave a computer lab when requ

Policy on Information Technology Page 4 of 4

Effective date May 22, 2012



